The Equality and Human Rights Commission's Data Protection Act Policy 
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Introduction 

The Data Protection Act 1998 regulates the processing of information relating to individuals. This includes the obtaining, holding, using or disclosing of such information, and covers computerised records as well as manual filing systems and card indexes. The Equality and Human Rights Commission (EHRC) will hold the minimum personal information necessary to enable it to perform its functions. All such information is confidential and needs to be treated with care, to comply with the law.

Summary of Data Protection Principles

Data users must comply with the Data Protection principles of good practice which underpin the Act. These state that personal data shall:

1. Be obtained and processed fairly and lawfully (that the subject of the data has

1. consented to its collection and use)

2. Be held only for specified purposes

3. Be adequate, relevant but not excessive

4. Be accurate and kept up to date.

5. Be held for no longer than necessary

6. Be accessible to data subjects

7. Be subject to the appropriate security measures

8. Not be transferred outside the EEA 

The Equality and Human Rights Commission (EHRC) holds and processes information about its staff (past and present which includes employees, agency staff  and consultants), Commissioners and Committee members, and, where appropriate, members of the public. The Data Protection Act 1998 ("The Act") covers both computerised and manual records which contain personal data, and sets out a number of rights and principles which those who use personal information, such as the EHRC, must follow. 
The EHRC will keep some forms of information longer than others in line with Financial, Legal or Archival requirements.

Responsibilities

The Commission and all staff who process, have access to or use personal data must ensure that they familiarise themselves with this policy and any data security policy and abide by the principles set out above at all times. This policy has been developed to ensure this happens. 

Staff and Commissioners owe a duty of confidence which extends to handling of personal data. If you record and or process personal data in any form you must ensure that you comply with this Policy and the requirements of the Act.

It is a criminal offence if you knowingly or recklessly operate outside the scope of the description that EHRC provided in its notification entry to the Information Commissioner's Office.  

Senior Management Team has overall responsibility for the Data Protection Policy. Directors and Group Directors are responsible for making sure the policy and procedures for handling requests and complaints are followed.   

It is the responsibility of the individual collectors, keepers and users of personal data to apply the provisions of the Data Protection Act. Therefore staff are required to be aware of the provisions of the Data Protection Act 1998, such as keeping records up to date and accurate, and its impact on the work they undertake on behalf of the EHRC.

It is the responsibility of the Directors and Group Directors that all computer and manual systems within their respective service areas that contain personal data must be identified and the Data Security officer and Corporate Law and Governance are   informed for notification purposes. 
Any breach of the Data Protection Policy, whether deliberate, or through negligence may lead to disciplinary action being taken or even a criminal prosecution.   
All staff are responsible for ensuring that:-

· they comply with this policy and internal procedures for handling access requests. 

· Any personal data held, electronic or paper format, is kept securely.

· Personal information is not disclosed deliberately or accidentally either orally or in writing to any unauthorised third party.

· they promptly forward all initial requests for personal data (known as subject access requests) to the Corporate Communications  Officers; and
·  When asked to do so, provide responses promptly to requests and reviews. 
·  That the information provided to EHRC in connection with their employment is accurate and as up to date as possible.
· They check that the details of people you deal with outside the EHRC are as up to date as possible. 
What does the Act apply to?
The Act applies to both manual and electronically held data. It is permissible and appropriate for EHRC to keep records of internal communications, provided such records comply with the 8 Data Protection Principles (see above). The Act applies to emails that contain personal data about individuals sent or received by EHRC staff. Subject to certain objections, individual data subjects will be entitled to make a request and have access to emails containing personal data concerning them provided that they can provide sufficient information to us to locate the relevant emails. 
Processing

Under the Act any organisation processing personal information must notify and register what information they process and to whom they may need to disclose it. Failure to do so can result in a substantial fine. 

"Processing" in relation to information or data, means obtaining, recording or holding the information or data or carrying out any operation or set of operations on the data including:

a) Organisation, adaptation, or alteration of the information or data;
b) Retrieval, consultation or use of the information or data; 

c) Disclosure of the information or data or otherwise making it available;
d) Alignment, blocking, combination, erasure or destruction of the information or data;
Criminal Liability

It is a criminal offence for staff to knowingly or recklessly process data which have not been provided in the EHRC’s notification entry to the Information Commissioner's Office.  
Sensitive Personal Data

EHRC may from time to time process sensitive personal data regarding employees or individuals that it deals with. "Personal data" relates to living individuals that could be identified by the information. "Sensitive personal data" is information as to a data subject's racial or ethnic origin, political opinion, religious beliefs, trade union membership, sexual orientation or marital status, physical or mental health, offences or alleged offences and information relating to criminal proceedings. This information may be processed for equal opportunity monitoring or to meet the needs of individuals with disabilities, or for disciplinary proceedings or other legal obligations. Any personal or sensitive data that the EHRC holds will only be held for the purposes for which it was gathered. 
In other circumstances where sensitive personal data is being processed or held, EHRC will seek the explicit consent of the individual involved unless one of the limited exemptions applies. All EHRC staff must be aware and respect their obligations in relation to the confidentiality of sensitive personal data.   

All EHRC staff are responsible for ensuring that data which they hold is held securely and that personal data is not disclosed orally or in writing or otherwise to an unauthorised third party and that every reasonable effort is made so that data is not disclosed accidentally. 

Data Subjects' consent

Certain types of personal data may be processed for particular purposes without the consent of the individual data subject. There are 7 circumstances when this can occur.

The Act also allows for certain third parties to have access to personal data without the consent of the individual concerned. However, it is the EHRC's policy to seek express consent wherever practicable of the individual data subject where EHRC may hold or process data relating to them. This allows individuals an opportunity to raise any concerns or objections. The EHRC will consider any such objections but reserves the right to process personal data in order to carry out its functions as permitted by law.    
Right to Access Personal Data

Board and Committee members, Staff ( past and present), members of the public and individuals who have dealings with the EHRC have a right to access personal data that is being held about them in so far as it falls within the scope of the Act and to request the correction of such data where it is incorrect.

The Act gives rights to individuals in respect of personal data held about them by others. The rights are:-

a) Right to subject access;
b) Right to prevent processing likely to cause damage or distress;
c) Right to prevent processing for the purpose of direct marketing;
d) right in relation to automated decision making;
e) Right to take action for compensation if the individual suffers damage or distress in contravention of the Act by the Data Controller; 

f) Right to take action to rectify, block, erase or destroy inaccurate data;
g) Right to make a request to the Information Commissioner's Office for an assessment to be made as to whether the provisions of the Act have been contravened; and  

h) Right to compensation- compensation can be claimed by the data subject from a data controller for damage or damage and distress caused by any breach of the Act. Compensation for distress alone can only be claimed in limited circumstances. 

How to make a Data Access Request
All requests for access to data held by the Commission should be formally requested in writing by completing the ‘Data Subject Access Request form’ available on the website  and sending it in hard copy or electronically to the Corporate Communications Officers. If you are not able to complete the form please send an email, fax or letter to the address below:
For requests relating to England:

Corporate Communications Team in Birmingham 

Postal address: 

The Equality and Human Rights Commission
3rd Floor

Lancaster House

67 Newhall Street

Birmingham

B3 1NA

Email: dpa@equalitieshumanrights.com

Telephone, via the helpline for England:-

Main Number:  0845 604 6610

Fax: 0845 604 6630

Text phone: 0845 604 6620

Wales office
Strategy and Business Planning Team

Postal Address:-

The Equality and Human Rights Commission

3rd Floor

Callaghan Square 

Cardiff

CF10 5BT

Email: dpa@equalityhumanrights.com

Telephone via the Helpline for Wales:

Main number- 08456048810

Fax- 08456048830

Scotland Office
Postal Address:-
Head of Strategic Litigation
The Optima Building

58 Robertson Street

Glasgow

G2 8DU

Email: dpa@equalitieshumanrights.com

Telephone, via the helpline for Scotland:-

Main Number: 0845 604 5510

Fax: 0845 604 5530

Text phone: 0845 604 5520

Data Protection Officer

Group Director Corporate Management

Email: dpa@equalitieshumanrights.com
Fee Charging

The EHRC's policy is to charge a fee of £10, as permitted under the Act, on each occasion that access is requested. If a request (or requests) requires us to incur significant costs such as in photocopying or postage, we reserve the right to charge for such reasonable disbursements.  Before any information is disclosed, we require payment of the fee of £10, permitted by the Act, together with the costs of such reasonable disbursements as we advise the requester in writing (together referred to as the relevant fee). 
Once full details of a request has been received with the relevant fee and identity has been confirmed, the EHRC will provide a response within 40 calendar days after the date of our receipt. The EHRC does not need to comply with a request where it has received an identical or similar request from the same individual unless a reasonable interval has elapsed between compliance with the original request and the current request.
Retention of Data
EHRC holds different types of information for different lengths of time, depending on the legal and operational requirements, following which they will be destroyed. The EHRC will keep some forms of information longer than others in line with Financial, Legal or Archival requirements. 
A retention and disposal policy will be prepared which will require a list of retention periods, for which different types personal data records can be held for.
Complaints
If the requester is not happy with the response that they receive following their access request they must first complain to the EHRC in writing (appropriate assistance will be provided to requesters with access requirements which may include non disability related needs) to the Corporate Communications  Officers or relevant officers in Wales and Scotland. Complaints will be acknowledged within 5 working days of receipt and a response will be provided within 20 working days of receipt.
Requesters who remain dissatisfied may complain to the Information Commissioner who will decide whether the request has been handled properly by the EHRC. Contact details for the Information Commissioner's Officer are given below.
Any requester who is dissatisfied about the handling of his or her request by the Commission can make a complaint, to the Information Commissioner on any of the following grounds:-
i. Failure to provide the information you requested 

ii. Failure to respond to your request within 40 calendar days (or failure to explain why longer than 40 calendar days is needed) 

iii. Failure to give you proper advice and help 

iv. Failure to give information in the form in which you requested it 

v. Failure to properly explain any reasons for refusing the request 

vi. Failure to correctly apply an exemption under the Act 

The Information Commissioner will not normally deal with a complaint unless the Commission’s internal complaints process has been exhausted. Thus, if the requester remains unhappy following our responses to his or her complaint, they can complain to the Information Commissioner.

The Information Commissioner will give a notice of his or her decision (called a 'decision notice' DN) to the applicant and to the Commission. If the decision goes “against” the Commission the Information Commissioner will set out in the DN what the  Commission must do to correct the failure and by when. 

The Information Commissioner does not have to make a decision in the following circumstances (and it will tell the applicant if this is the case):

a) When the applicant has not exhausted the Commission’s own complaints procedure;

b) Where there has been undue delay in making the application to the Information Commissioner;

c) Where the application is frivolous; or

d) Where the application has been withdrawn or abandoned.

The requester or the Commission can appeal against the Information Commissioner's decision notice to the independent Information Tribunal Information about the right of appeal will be included in the decision notice itself.
Information Commissioner's Office

The requester (or the Commission) can write to the Information Commissioner's Office (ICO) for a decision at:-
Wycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF.

Website address: www.informationcommissioner.gov.uk
ICO Helpline Numbers: 0845 630 6060 or 01625 545745

ICO fax Helpline Number: 01625 524510

There are regional ICO offices and the contact details for those offices can be found on the ICO website. 

Format and Language

This policy is also available in Welsh. If you would like a copy in another language or format (such as Braille, audio CD, large print or Easy Read) please contact one of our Helplines. We also offer the Language Line translation service for callers to our Helpline. The Commission will take reasonable steps to accommodate the access requirements brought to the attention of the Commission by inquirers or requesters of information.
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