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Introduction

1. The Equality and Human Rights Commission (the Commission) welcomes the opportunity to make a submission to the Department for Transport's consultation on the Code of Practice for the acceptable use of advanced imaging technology (body scanners) in an aviation security environment.
2. The Commission acknowledges the significant risk posed by terrorist activities, in particular in relation to air transport, and the need for government to take urgent and effective steps to protect the travelling public.
3. The Commission has previously raised its concerns regarding implications for use of the equipment in correspondence to the (former) Home Secretary and the (former) Secretary of State for Transport, and in its submission to the Home Affairs Select Committee. 
4.  The Commission questions the lawfulness of the provisions under Article 8 of the European Convention on Human Rights (ECHR) and Fundamental Freedoms. The Commission considers that use of the body scanners potentially breaches Article 8 privacy rights, that selection for the scanning process might be discriminatory, and the need for safeguards to be introduced to ensure that the system is operated in a lawful, fair and non-discriminatory manner. 
5. The Commission's view is that there is a serious risk that implementation of  body scanners will occur in a way that will discriminate directly or indirectly on the grounds of race or sex, in particular, and that their use will have an adverse effect on community relations.
Lawfulness 

6. As an initial point, the Commission will address the lawfulness of the provisions. This issue has been previously raised by the Commission, in correspondence with the former Secretary of State for Transport and in its evidence to the Home Affairs Select Committee inquiry on the use of counter-terrorism measures in British airports.
7. The Commission has sought leading Counsels advice in light of the further information provided as to whether the scheme is in accordance with law. Leading Counsels advice is attached at Annex 1. Leading Counsel  has advised: 
“The first requirement for a provision to be in accordance with the law is that it has an identifiable basis in domestic law.  We remain of the opinion that no adequate and appropriate domestic legal basis for this interference has yet been made out.”

While Counsel considers that there appears to be a statutory  
basis for the provisions, namely a Direction under Ss 12 (2) of the 
Aviation Security Act 1982 Counsel is of the opinion that the 
making of such a Direction is unlikely to be compliant with the 
relevant EU Law, in particular regulation (EC) No 300/2008.  In 
particular it does not appear that the provisions of Article 6 (1) and 
(2) of the regulation, enabling member states to impose more 
stringent measures, have been made out.


A member state is in principle entitled to impose ‘more stringent 
measures’ for airline security under Article 6 of the Regulation, but 
only if the conditions set out in Article 6(1) are made out, and if the 
notification requirements set out in Article 6(2) have been complied 
with.  If this is the legal basis for the Secretary of State’s intended 
imposition of full body scanners in the UK, it is ultra vires Article 
6(1) unless the decision to adopt them was made on the basis of a 
risk assessment, in compliance with the generally binding 
principles of Community law, and the use of full body scanners is  
‘relevant, objective, non-discriminatory and proportional to the risk 
that is being addressed’.

8. The Commission has been made aware of no risk assessment or analysis of whether the measures are compatible with the Fundamental Charter of Human Rights of the EU. The Commission believes it is of particular importance these occur. The Commission notes the Communication from the European Commission to the European Parliament which states:
“Different standards of scanners being deployed in Europe bring a serious risk of fragmenting fundamental rights or European citizens”


“Respecting the right guaranteed by the Charter and secondary 
legislation does in principle not prevent the adoption of measures 
restricting these rights. However, any limitation must be provided 
for by law and respect the essence of these rights. It must be 
justified, which entails that it is necessary for and capable of 
meeting objectives of general public interest (for example aviation 
security) recognised by the European Union and respect the 
principle of proportionality.”

9. Counsel has further advised that, even should the legal basis for body scanners be regarded as clear, accessible and foreseeable, there remain concerns as to whether it is in accordance with the law in terms of not being arbitrary, discriminatory or disproportionate use. 

“Even if the legal basis for the full body scanner searches can be regarded as clear, accessible and foreseeable, we remain doubtful as to whether the statutory scheme passes the third of the Purdy tests, namely that it is properly protected against arbitrary and/or discriminatory and/or disproportionate use.”
10. In particular the Commission is concerned that the current code of practice fails to provide clear criteria for individuals being subject to a body scan. The Commission will deal in more detail with these points in the relevant section of the Consultation paper below. 
11. The Commission understands the operational requirements may preclude publication of full criteria for the selection for body scanning. However, the Commission considers that the current code of practice is inadequate. In addition, the Commission is concerned as to the lack of effective monitoring of the application of the criteria.  

a) Privacy

Question 1: Do you agree with this approach? If not, what changes to the code of practice do you propose?

Question 2: Do you agree that the safeguards outlined in the interim code of practice address all potential privacy concerns? If not, what else should be included?
12. The Commission considers that the use of body scanners engages Article 8 of the Convention. In particular, the Commission notes that body scanners show the whole of a person's physical identity, including gender, the precise details of a person's body, including physical features that might otherwise not be apparent, including features the Government’s Q and A refer to as “anomalies”.

13. The Commission is concerned that revealing details that are otherwise private to a person (for example intimate detail of sexual organs,  breast surgery/corrective or cosmetic surgery relating to genitalia or other parts of the body) has the potential to significantly impact on the privacy of individuals. In particular, the Commission is concerned as to the potential impact on specific groups including transgendered people, disabled people, children, women and people who subscribe to certain religions.

14. The Commission welcomes that the interim code provides that the security officer conducting analysis of the image must not be able to see the person whose image they are viewing, that the person being viewed may request a person of the same sex to read the screen, and that the screen image is not retained. 

15. The Commission notes that there are various technologies in development that have the capacity to further reduce privacy intrusions. These include the possibility of images that only show the relevant risk area of the person (for example where liquids may be concealed, and not the face,) and images that reduce the person to a stick outline, rather than a definable image. The Commission questions why the Government does not appear to be using these technologies, which would further reduce the risk of infringement of individuals privacy.

16. We note the comment in the consultation document at paragraph 40 that the Government believes that the privacy controls described in the relevant section of the Code of Practice are sufficient to give assurance to all passengers, but that it is aware of the possibility that some individuals, such as transgendered, disabled or elderly passengers, or passengers with particular religious or other beliefs might, notwithstanding the existing privacy controls, have concerns about undergoing a security scan. The document continues by asserting that in such a situation the security officer(s) have the necessary skills to be able to deal with the situation sensitively. However, the consultation document gives little information as to the nature of the training received by security personnel or how the particular concerns of the categories of people mentioned above will be addressed.  
17. There is no evidence to support the proposition that the security personnel will necessarily be sensitive to privacy concerns of passengers selected for scanning. In fact, the adopted approach disregards sensitivity by refusing to allow for alternative methods of security checking for those who do not wish to be scanned. It is hardly a sensitive approach to state that if potential passengers do not want to be subject to security scans 'then they do not have to fly.'
18.  For most passengers the reality is that there will often be no choice other than to fly. For many, in particular those with family ties in countries that are some considerable distance overseas (for example Pakistan, The United States, Somalia or Australia) there is in practice little viable alternative to travelling there except flying. Although the matter is not beyond argument, we do not consider that, by flying, a passenger waives his or her Article 8 rights. 
19. We remain unconvinced that it would not be possible to offer alternatives to full body scanning for those who might oppose such scanning but not object to other ways of satisfying security concerns. 
20. The Commission notes the differences in practice outlined in Counsels advice, in particular in both Canada and the United States, where vital part of the state’s assessment that the use of full body scanning equipment is compatible with the privacy and data protection guarantees in Canadian and US law respectively is that undergoing a body scan using backscatter or millimetre wave technology is optional.
21. The Commission further notes the Communication of the European Commission that detection similar to body scanners can be achieved by full physical hand search. The European Commission notes:

“If it were decided to use Security Scanners that create images on 
a voluntary basis, any related fundamental rights concerns would 
be significantly reduced. However, when considering this option, it 
must be clear that passengers refusing the Security Scanner need 
to undergo an alternative detection method of similar 
effectiveness, for example, full body hand searches in order to 
maintain high levels of aviation security.”
22. The Government argues that physical searches are more intrusive, but that is obviously not the view of all affected groups. Respect for religious and cultural diversity of views requires that different opinions on this are respected unless there are proportionate security reasons not to offer this option instead of a body scan. Given the intrusive nature of full body scanners the Commission considers that a suitable alternative of body searches to body scanners should be offered to those who may have privacy concerns with the use of body scanners.
23. In the Commission's view, use of full body scanners would only be compatible with Article 8 ECHR (and the Charter of Fundamental Rights of the EU) if the state had demonstrated, by means of serious and considered risk assessment comparing the situation with other international models, that it really was necessary to treat this form of secondary surveillance as compulsory (without an alternative option), and that it was transparently fair and non-discriminatory in its application.

b) Data protection 

Question 3: Do you agree that the safeguards outlined in the interim code of practice satisfactorily address any potential data protection concerns? If not, what else should be included?

24. The Commission considers that the issues raised above have equal relevance as to whether the system complies with data protection legislation that require that the measures i) is appropriate to achieve the objective ii) does not go beyond what is necessary to achieve the objective and iii) there is no less intrusive means.
25. The Commission welcomes the fact that images are to be viewed separately and all images are to be destroyed. The Commission is concerned however that no mention is made of what happens to images which reveal something of security concern. Under the current proposals it appears images are also to be destroyed, however the Commission considers this is unlikely to occur in practice, and that this point should be clarified.
26. The Commission further notes the possibility of the use of privacy by design and Privacy Enhancing Technologies (PETs) applied in the hardware and software which could ensure that images are not retained, and that the operators and reviewer of images are separate. The Commission would urge the Government to incorporate these technologies into the design of this system.
27. The Commission notes the reference in paragraph 43 to 'exceptional circumstances' where a screener believes there is a viable threat to the safety of passengers or staff, (when) an additional appropriate Security Officer may be required to view the image.' There is no information of what is meant by 'exceptional circumstances' or any criteria or examples to indicate in what circumstances such a judgment would be made by a screener. We submit that more information on the triggers for more than one officer viewing the images should be provided. 


c) Health and safety

28. The Commission does not wish to make any submissions on this issue. 


d) Equipment approval

29. The Commission does not wish to make any specific submissions on this issue. However, we do make some general comments on the responsibilities of the Department for Transport in the implementation and overseeing of the use of body scanners in UK airports further below.


e) Training

Question 6: Do you agree that requiring security officers operating security scanners to hold government security clearance and to have received training delivered in accordance with a DfT mandated security scanning training module before deployment satisfactorily addresses the issues of vetting and training? If not, what else should be included?

30. The Commission is concerned about the nature of the training received by security personnel and the distinct lack of information about how it is rolled out and how consistently it is applied across different sites. The Code of Practice indicates that 'training packages should be  developed in partnership with manufacturers and must be approved by the DfT.'  Yet it is unclear who is developing the training packages in partnership with the manufacturers - is this the individual airport operators? This appears to indicate that training may not be consistent across airports, but may vary depending on where the security officer is working.

31. We would wish to see more detail about the nature of the training undertaken by security staff and how the 'sensitivity' of security staff is guaranteed in a system that does not currently allow for any alternatives once a potential passenger is selected for scanning. 

32. The Commission submits that there should be broad consultation on a set package of training materials, particularly relating to the equalities and human rights issues, and including representatives from interested and expert stakeholders groups. Currently, the implication is that training is mainly concerned with customer service and the operation of the machines, rather than training about equality and human rights principles and how security personnel can best deal with passenger concerns. 


f) Communications

Question 7: Do you agree that the requirements for keeping passengers informed outlined in the interim code of practice are sufficient? If not, what else should be included? And what additional means of communication do you suggest the Government or the travel industry should put into place?

33. It is clear from the public response and from numerous enquiries handled by the Commission's Helpline that there has been significant concern about the introduction of the use of body scanners at UK airports.  We submit that the guidance needs to be more clearly expressed because there has been considerable uncertainty and misunderstanding on the part of the public about certain aspects of the implementation of the scanners. 

34.  We submit that there needs to be much more detail publicly available about a number of aspects of the use of scanners, from the criteria for selection for scanning, which we address in detail below and the nature of the training undertaken by security staff; to the protocols that apparently underpin the scheme, about which we will make submissions further below.

35.  It would also be helpful to know how the Government is working with 'industry' to ensure that the public are informed of the security requirements where body scanners are deployed, as is advised in paragraph 59 of the consultation document. 

36. The Commission notes that the consultation document advises that 'information should be adequate, clear and provided ideally before ticket purchase.' This suggests that there is some discretion for airport operators in relation to the placement of information about the use of body scanners. The Commission is concerned that the positioning of information may not be consistent across airports, which could lead to confusion and misunderstandings for potential passengers. We would recommend that there should be a mandatory notice/sign at the point of check-in at every airport where scanners are deployed. 

37. Furthermore, the requirement that information about the full body scanners (and presumably the no-flight consequence of not agreeing to it) “should be adequate, clear and provided ideally before ticket purchase” and “in any event .. must be provided prior to entering the passenger screening area” appears to overlook the fact that, to the best of our knowledge, a vast majority of passengers are purchasing their tickets prior to arrival at the airport..  

g) Selection criteria

Question 8: Do you agree that selection criteria defined in the interim code of practice provide an appropriate safeguard to ensure that passengers are selected for screening on a non-discriminatory basis? If not, how do you suggest passengers should be selected?

38. The Commission acknowledges that there are security reasons for not revealing all details about the process of selecting passengers for scanning.  However, we are unclear from correspondence with the former Secretary of State for Transport and the consultation the basis for selection for screening. The Commission is concerned as to how selection for body scanning will occur,  and the very real risk that this will be arbitrary and either directly or indirectly discriminatory in practice. 

39. The former Secretary of State for Home Affairs referred to random selection in his statement to the House on 5 January 2010. However this was not repeated in the later statement by the Secretary of State for Transport, and is not referred to in the guidance itself.
40. The consultation document states that 'selection for screening by security scanner is done on a random basis and is usually by automated numerical random selection, or in response to evidence-based concerns about a passenger, for example the passenger has caused other security controls or equipment to react ....Passenger profiling is not part of the selection criteria.'
41. The guidance explicitly rules out personal characteristics for selection including age, gender race or ethnic origin, but notably religion is not explicitly excluded. Whilst this may be an editorial point rather than a reflection of a policy approach, we would submit that because of the sensitivities in certain religious communities about the use of body scanning, that it would be essential to detail the categories much more clearly and comprehensively. 
42. We consider that it is very likely that some criteria that are not mentioned in the Code of Practice, for example, religious dress, destination, nationality or national origin, could have a directly or indirectly unlawful discriminatory effect. Is it possible that potential passengers will be selected on the basis of from where they have arrived or to where they are flying? The Code of Practice does not indicate whether there may be particular scrutiny of passengers who have travelled from a certain country. This may disproportionally impact the citizens of that country who are potential passengers, and has the potential to directly or indirectly discriminate on the grounds of race and or religion
43. We would submit that the basis upon which people can not be selected should be specified. To fail to do so will inevitably lead to speculation and suspicion about exactly what triggers selection.
44.  We consider the reference in paragraph 60 of the consultation paper to the activation of “another security measure” is obscure, and would welcome further explanation of what this might entail. Additionally, the Commission submits that it is imperative that there is more information provided about what are the 'evidence-based concerns' that can trigger selection for scanning i.e. a list of examples could be provided, with reference to the approach taken in the Codes of the Police and Criminal Evidence Act 1984 (PACE) being a helpful model. 

45. The Commission is concerned that any discretionary criteria, beyond pure random selection, is capable of either direct or indirect, or perceived discrimination against particular groups. This  may  also have an adverse effect on good relations, in particular on those of different racial or religious groups. 
46. The Commission is of the view that to minimise any such risks of discrimination, arbitrariness or unfair treatment, there needs to be clear criteria for selection, and non-selection for scanning. The Commission believes this can be achieved, whilst meeting  security concerns. In particular, the Commission submits there should be clear guidance as to unlawful grounds for selection, including religion, and a code of practice closer based on the PACE model.
47. Additionally, the Commission considers independent monitoring oversight to be a key aspect of ensuring that criteria are not operated in a way that is discriminatory in practice. Again the Commission refers to the monitoring and oversight provisions of PACE. The Commission notes that there are so such proposals in the current Codes.

h) Protocols
Question 9: Do you agree that the guidance provided in the Protocol section of Interim Code of Practice is satisfactory? 

48. The Commission submits that the guidance provided in the Protocol section of the Interim Code of Practice is not satisfactory on the basis that the Protocols to which the Code of Practice refers to are not available for public scrutiny. There is no information provided in the Code or the consultation document as to the nature of these protocols and therefore the selection criteria contained therein. 

49. The Commission is concerned that as the guidance stands there is too much scope for arbitrariness and wrongful discrimination in the process of selection for scanning. As such the Commission does not consider that the Code of Practice provides a sufficient quality of law to be compliant with Article 8.
50. Moreover, despite the fact that the consultation document states in the 'Selection criteria' section that selection will be random or in response to 'evidence-based concerns', this is clearly not entirely the case, as the section on the Protocols suggests that there are further selection criteria contained in the Protocols that we are not permitted to review. 

51. In addition, if, as the Code states, the details of the protocol will comply with the requirements contained in the Code, we would reiterate our comments above that the details provided in the Code are less than informative about the approach to selection for scanning and other aspects of the scanning scheme, such as staff training.  

52. This leads to the question of to what extent the Protocols will be amended in response to the consultation process and in line with any amendments that may be made to the Code itself. 

Other issues
Question 10: Are there any other issues that you would like to see the final Code of Practice consider? If so, what and why?   

Monitoring and review

53. The Consultation document is silent on the issue of the monitoring of the impact and effectiveness, and indeed, necessity of the continued use of body scanners. 
54. Whilst the Code mentions that the DfT will continue to review it in light of the consultation on the use of body scanners, this does not suggest that any long term and regular monitoring of the implementation of the body scanning scheme will be undertaken. The DfT has data publishing obligations under legislation.
55.  We note that there does not appear to be a proper monitoring mechanism in place to ensure that scanning is non-discriminatory in practice. As we stated above, the Commission believes this as a key protection in relation to discrimination in operation of the provisions.  
56. We suggest that the DfT seek information from sources such as the Civil Aviation Authority (CAA) to build its intelligence on the profile of air passengers so as to obtain a better benchmark of the travelling population. We submit that it is essential that data is collected consistently across airports. Inconsistent collection of data will make it difficult for conclusions to be drawn on a UK basis about the impact of the deployment of scanners and their continued necessity.  We urge the Government  to ensure that consistent monitoring is taking place in all airports.  
57. The Commission considers that these issues need to be monitored in order to fully assess whether the implementation of body scanners is and remains proportionate, and whether the measures outlined by the Government are sufficient to meet the privacy concerns outlined above. The Commission considers that the results of such monitoring should be published on an annual basis. 
58. The Commission is also concerned that there does not appear to be any proposals for any independent scrutiny of the use of body scanners. Whilst we are aware that there is a system for internal reviews set out in EU regulations and the Aviation Security Act. However, the Commission submits that at the very least the issue of perception is relevant here - an internal review does not suggest the objectivity required to fully review the costs and benefits of the continuing use of scanners. The Commission submits that it is its firm belief that there should be a regular (possibly on an annual or bi-annual basis) independent review of the use of body scanners that will examine their effectiveness and proportionality and whether there is a justification for their use on an on-going basis. This may be an appropriate role for the Government’s independent reviewer of counter-terrorism legalisation, or a similar body. 
59. Finally, we believe there should be yearly review by Parliament of whether this provision continues to be necessary and appropriate, with an automatic sunset clause should the provision not be formally renewed. 

Additional key issues

Impact Assessment

60. We note that Annex A recognises (in part 1) that government departments have a need to promote equality and good race relations as well as to eliminate discrimination. 
61. However, we are yet to see sufficient evidence that the decision to deploy body scanners at UK airports complies with the Government’s obligations under the general or specific equality duties pursuant to the Sex Discrimination Act 1975, the Race Relations Act 1976, or the Disability Discrimination Act 1995. These duties require a Secretary of State, in the performance of his or her functions, to give “due regard” to both the elimination of unlawful discrimination and the promotion of equality of opportunity and good relations between members of different racial groups.    
62. Without careful and formal consideration of the equality implications of this decision, for example through a full Equality Impact Assessment (EIA), there is a serious risk that a measure introduced to protect the travelling public will have unintended discriminatory consequences, and damage community relations. If these risks had been considered, and steps taken to guard against them, then the Commission believes that an Interim Code of the sort we now have would not have been introduced.  
63. We do not consider that at present, the EIA that has been provided as part of the consultation fully engages with the equality issues. Its purpose is clearly to assess whether a Code of Practice should be adopted. It is not an equality impact assessment of the policy of introducing the use of body scanners at UK airports,  and in our view does not adequately address the relevant issues that should be covered by an EIA. 
64. The EIA consults on the relative equality impact of four options:
· Making no changes to the proposed interim Code of Practice;

· Requiring airport operators to use security scanners but rescinding the Code of Practice;

· Requiring airport operators to use security in accordance with a code of practice which takes into account the views of stakeholders; or

· Removing all the requirement on the use of security scanners.

65. In our view, this is not the proper basis for an EIA and misunderstands the purpose of an EIA. We consider the following would have been more appropriate questions to address:
· 

The potential equality effects of introducing the policy, whether it should be introduced in the light of these, and if so, what steps, if any, can be taken to reduce the equality effects.

· Potentially unlawful discriminatory effects of the proposed policy and what can be done to eliminate these.

· Potential adverse effects of the policy on good race relations, and what can be done to eliminate or reduce these.

66. Annex A does not achieve what is described as its intended purpose in paragraph 3. The document states 'Stage One of this assessment aims to identify the groups which are likely to be affected by the policy options. Stage two aims to determine whether and how they might be affected, and which option best helps to ensure equality is achieved and promoted.' This description is erroneous - Stage one states that the 'full range of equality categories travel through the UK airports as passengers.' There is no analysis of how different categories of passengers may be differently impacted upon by the use of scanners and how this might be mitigated. There is also no analysis or assessment of how the different options would affect different categories of passengers. The section does not read as an assessment but more as an acknowledgment that there are concerns. It concludes with the general statement that under Option b (to require use of scanners in accordance with a code of practice that takes into account stakeholders views) 'all equality groups will enjoy a greater level of protection against terrorist attacks.' This is not an equality impact assessment of the potential or actual impact of the option on all equality groups' but a justification of a favoured option. 

67. The discussion of Stage two of the consultation does not deliver a sufficiently detailed assessment of the pros and cons of each option. 

68. Neither stages of the consultation appeared to fully consider what the impacts might be on different sectors of the population, or  how the effects of these impacts might be mitigated. If this had been carried out fully, then different consideration may have been given, for example, to the issue of allowing optional full body search instead of a body scan. 
69. Similarly, there appears to be little analysis on the basis of the EIA evidence as to whether the proposal to introduce body scanners is justified, necessary and proportionate. Indeed in the analysis of Option b, the consultation states:

“it may be unreasonable to believe that discrimination... can be prevented entirely”.  
70. The Commission is concerned at this presumption, and considers it to indicate not only an inadequate approach to the EIA, but also potentially to indicate that body scanners regime can not be operated in accordance to law, in that its operation  will lead to discrimination.  The purpose of an EIA, and the equality duties, is to enable, through the operation of properly formulated policies, the potential for unlawful discrimination to be identified, and steps taken to ensure its elimination. The duties require that due regard be given as to how discriminatory effects can be identified, and steps taken to ensure their elimination. The Commission considers the proposals and EIA as drafted fail to meet this requirement. 
71. The Commission has similar concerns regarding the adequacy of the Privacy Impact Assessment (PIA). While the Commission welcomes the inclusion of a PIA as good practice, the Commission considers its content to be similarly inadequate. 
72. By way of assistance, the Commission's website has a new step-by-step guide to integrating equality impact assessment into policymaking and review. It can be located at: http://www.equalityhumanrights.com/uploaded_files/PSD/equality_impact_assessment_guidance_quick-start_guide.pdf 
73. Information about the Commission's Codes of Practice about the public sector duties can also be found on the website at: http://www.equalityhumanrights.com/advice-and-guidance/public-sector-duties/guidance-and-codes-of-practice/ 
The role of the Department for Transport 

74. As a final issue, we are concerned with the extent to which the  responsibility for  overseeing the entire system of body scanning in UK airports is accepted by  the DfT.  We acknowledge that training packages must be approved by the DfT. The fact that there is a draft interim code of practice suggests an attempt to create some uniformity in the operation of body scanners across the UK, but in a number of incidences noted above, the DfT appears to be leaving much to the discretion of airport operators about how body scanning is implemented and the lack of information included in the Code only supports this view. 

75. The Commission submits that there is a crucial need in this situation to appreciate the relationship between public and private concerned in carrying out what are clearly public functions, and to ensure that all fully accept and act within their responsibilities. We are concerned that the implementation is seen to be largely the responsibility of the private operators. This approach is evident consistently throughout the consultation document and the Code itself. The Commission submits that the Department has a responsibility to ensure compliance with equalities and human rights obligations in relation to the policies it has directed must be implemented. 

76. We consider private operators undertaking body scanning, and similar functions  are within the scope of section 6 (1) of the Human Rights Act 1998. As counsel has advised: 
“It is true that they are not ‘core public authorities’, since they are private in form; but our firm view is that operating body scanners in compliance with a statutory ministerial Direction, within a common framework of EU standards, is manifestly a  ‘function of a public nature’, so that in the course of operating full body scanners, airport authorities are quasi-public authorities and bound by the obligations under s6 Human Rights Act 1998 to perform such functions compatibly with ECHR standards.  Indeed it is hard to find a more vital and more obviously public ‘public function’ than the protection of the security of the state, and the citizens of the state from violent attack.“
77.  We would urge the DfT to clarify the relationship between itself and privately contracted operators, and the responsibilities each incurs for ensuring human rights and equality compliance in the operation of body scanners. 
Conclusion 
78. We consider that the use of full body scanners as outlined is on balance likely to infringe Article 8 of the European Convention on Human Rights and Fundamental Freedoms (“the European Convention”). That is primarily because there is an invasion of privacy involved in the use of such scanners which we do not consider to be “in accordance with the law” as required under Article 8(2).
79. The exact basis for the exercise of discretion under the law (contained in unpublished protocols) are not set out and while this may be considered justifiable on national security grounds we have concerns that this may lead to discrimination, or arbitrary use. We are concerned there is no provision for effective monitoring of the operation of the power so as to ensure (so far as is possible in the circumstances) that the provisions of the Code are in fact being followed.  
80. If body scanners are to be used then this should be done in accordance with a thorough, consistent and detailed Code of Practice. In our view  the Code of Practice that is the subject of this consultation does not demonstrate those necessary characteristics, and as such is open to discrimination or arbitrary use.  

81. Further, the Commission at this time takes a provisional view that it is likely that use of the scanners would be a proportionate response to such a threat, however there are concerns regarding the effectiveness of scanners. The Commission notes that there is currently lack of evidence as to the effectiveness of scanners, or the impact of their use. The Commission calls for there to be regular review of the need and use of body scanners, and this code, should it continued to be implemented. 
Annex 1 Counsels Advice
IN THE MATTER OF

THE HUMAN RIGHTS AND EQUALITY IMPLICATIONS OF 

THE INTRODUCTION OF 

FULL BODY SCANNERS AT AIRPORTS

_____________________________________________________________

                                            SUPPLEMENTARY ADVICE

_____________________________________________________________

INTRODUCTION AND OVERVIEW

1. We have been asked to advise the Equality and Human Rights Commission (“the Commission”) on the extent to which, if at all, the human rights and equality issues raised by the Government’s introduction of Advanced Imaging Technology (security scanners or here henceforth “full body scanners”) at Heathrow and Manchester airports (“the two airports”) as detailed in our advice of 8 February 2010 (“the Substantive Advice”) have been sufficiently addressed by the Government.   We have been asked to provide this  further advice to assist the  Commission in its response to the  Government’s  Consultation Paper on a Code of Practice for the Acceptable Use of Advanced Imaging Technology (Body Scanners) in an Aviation Security Environment (“the consultation paper”), and in the light of matters raised in a letter to the Chair of the Commission, dated 23 March 2010, from the then Secretary of State at the Department Lord Adonis (“the Secretary of State’s letter”).

2. Neither the consultation paper nor the Secretary of State’s letter purports to change the law or the Secretary of State’s approach to the issues.  The first is intended to seek responses to feed into the formulation of a final code of practice to replace the Interim Code currently in use (and which was the subject of our Substantive Advice).  The Secretary of State’s letter purports to answer the detailed concerns raised with the Secretary of State by the Chair of the Commission in his letter of 12 February 2010.  These documents do, however, provide  more detail about the system which was the subject of the critique in the Substantive Advice, and as to the legal framework under which the operation of full body scanners was perceived to operate.  

3. The question we address in this Advice is whether with this extra knowledge we wish now to revise or revisit any of what we then said.   The first section  addresses the implications, if any, of the additional documents for our earlier view that the Interim Code did not comply with the requirement in Article 8 ECHR that measures which intrude upon right to respect for private life must operate “in accordance with the law”   (paras 26 – 35 of the Substantive Advice).  Secondly and thirdly, we turn to the more generally phrased questions of whether the consultation paper addresses any of our wider concerns about the human rights and the equality implications of the use of full body scanners.  Fourthly and finally we will deal with a new point that has emerged since our Substantive Advice, which is whether the operators of the full body scanners can be regarded as within the definition of a public authority performing functions ‘of a public nature’ for the purposes of section 6 of the Human Rights Act 1998.

WHETHER INTERFERENCE WITH PRIVATE LIFE IS ‘IN ACCORDANCE WITH THE LAW’

4. The first requirement for a provision to be in accordance with the law is that it has an identifiable basis in domestic law.  We remain of the opinion that no adequate and appropriate domestic legal basis for this interference has yet been made out. 

5. The purported substantive legal basis for the Secretary of State’s power to make a Direction to require searches to be conducted under the full body scanners regime is now clearer than it was when we gave our Substantive Advice.  Both the consultation paper and the Secretary of State’s letter refer to Part Two of the Aviation Security Act 1982 (as amended) (“the 1982 Act”). Though neither document is specific, this would appear to be a reference to the power to issue directions contained in section 12(1) (a) of the 1982 Act:

`For purposes to which this Part of this Act applies, the Secretary of State may give a direction in writing to ... manager of any aerodrome in the United Kingdom, requiring him –

(a)  Not to cause or permit persons or property to go or be taken on board any aircraft to which the direction relates, or to come or be brought into proximity to any such aircraft, unless such searches of those persons or that property as are specified in the direction have been carried out by constables or by other persons of a description specified in the direction.”  

Any such direction may be general or specific (s 12(6)).

6. Under section 13(1), the Secretary of State may 

“give a direction in writing to the manager of any aerodrome in the United Kingdom requiring him to use his best endeavours to secure that such searches to which this section applies as are specified in the direction are carried out by constables or by other persons of a description specified in the direction.” 

7. Section 13 covers searches “of persons or property (other than aircraft) which may at any such time be in any part of the aerodrome” (s 13(2)(c)).  

8. Under section 13(3), where a section 13 direction is in force, a discretionary power to search a person without a warrant arises only if the authorised searcher “has reasonable cause to suspect that an article to which section 4 of this Act applies [firearms; explosives; other articles capable of being used to do damage or injury] is in, or may be brought into, any part of the aerodrome.”

9. Further sequential powers appear in sections 14-17.

10. Each of the Directions that have been made under this general statutory authority, on 29 January 2010 (Body Scanners Direction 2010), 31 March 2010 (Body Scanners (Variation) Direction 2010), 29 April 2010 (Body Scanners (Variation) (No 2) Direction 2010), and the Security Scanners (Manchester Airport Trial) Direction 2010 refer inter alia to these provisions. In each case they require that the full body scanners (or “security scanners” as they are called in the fourth direction) be deployed in accordance with the body scanner protocol which is attached as an annex to each Direction (albeit not made available to the public).  They each also explicitly require that the procedures comply with the Interim Code. 

11. The first question is whether the conditions for the making of a direction are made out.  Under section 13(3), searches authorised under the regime set out in this Part of the 1982 Act are only those in relation to which there can be said to be a “reasonable cause to suspect” that an article to which section 4 of the 1982 Act applied is or may be brought into the aerodrome.  Given the attempted Detroit airport bombing, and the general vulnerability of aircraft to attack, we presume that the government’s position is that there is general ‘reasonable cause to suspect’ that articles of a section 4 type may be brought into aerodromes, on the basis of assumptions about the general vulnerability of aircraft to attack and willingness of some people to undertake such attacks, and on that basis that there is a  statutory basis in domestic law for the making of such directions.  

12. However, this does not deal with the issue of EU law which we raised in our earlier opinion, as to whether the UK has power to direct the use of full body scanners compatibly with EU law.   The relevant EU law standard is set out in Regulation (EC) No 300/2008.  This Regulation is binding EU law, described as a ‘harmonising measure’, and overrides inconsistent domestic legislation.   

13. We are by no means satisfied that the full body scanning equipment used falls within the ‘common basic standards’ identified in Article 4 and the Annex to Regulation (EC) No 300/2008.  We have seen nothing to suggest that full body scanners are included in the ‘defined specifications’ for security equipment in accordance with the regulatory procedure referred to in Article 19(3) of the Regulation.  The discussion by the European Parliament, set out in our earlier opinion, suggests that they are not.

14. It appears to be suggested that the government is nonetheless entitled to make these Directions as ‘more stringent measures’ than the common basic standards.  A member state is in principle entitled to impose ‘more stringent measures’ for airline security under Article 6 of the Regulation, but only if the conditions set out in Article 6(1) are made out, and if the notification requirements set out in Article 6(2) have been complied with.  If this is the legal basis for the Secretary of State’s intended imposition of full body scanners in the UK, it is ultra vires Article 6(1) unless the decision to adopt them was made on the basis of a risk assessment,   in compliance with the generally binding principles of Community law, and the use of full body scanners is  ‘relevant, objective, non-discriminatory and proportional to the risk that is being addressed’.

15. We have seen no risk assessment, or analysis of whether the adoption of these measures is compatible with the Charter of Fundamental Rights of the EU (which is now binding EU law).   This is particularly important in the light of the observations of the Grand Chamber of the European Court of Human Rights in S & Marper v United Kingdom that protection of Art 8 would be `unacceptably weakened’ if the use of modern scientific techniques (in the criminal justice system – but the same principle must apply here)  were allowed at any cost and without carefully balancing the potential benefits of the extensive use of such techniques against important private life interests.  Any State claiming a pioneer role in the development of new technologies bears `special responsibility’ for striking the right balance in this regard.   We consider that the need for more stringent steps under Article 6 must be justified as compatible with the following articles of the Charter: Article 1 (the duty to respect and protect ‘inviolable’ human dignity); Article 3 (right to respect for physical and mental integrity); Article 7 (right to respect for private life); Article 8 (right to protection of personal data, fair and lawful processing), Article 20 (equality before the law), Article 21 (non-discrimination) and Article 22 (respect for cultural and religious diversity).
16. Nor have we seen any evidence that it is  ‘proportional’ for the UK to adopt security measures more stringent than those required by the rest of the EU: if there were any such evidence, it ought to have been produced as part of a public risk assessment and be part of the consultation process now in train.

17.  We note that the European Parliament was concerned that no general analysis of the human rights implications of the possible use of full body scanners had been undertaken in that respect, and we have seen nothing to suggest that the situation has moved on.  

18. Further, ‘more stringent measures’ are also ultra vires  the regulation unless, in compliance with Article 6(2), the UK has informed the Commission of the measures as soon as possible after their application. Again, nothing in the documents before us suggest that that has been done.

19. In summary:

a.  the common basic standards in the Regulation do not appear to include full body scanners;

b. In the absence of any specific risk assessment justifying their adoption at specific UK airports, we consider that the government is precluded from adopting full body scanning equipment on a unilateral basis; 

c. In any event, it has not been proved that the use of body scanners is proportional to an identified can be conducted in a non-discriminatory way;

d.  In any event it would appear that the Government has not adopted full body scanners in accordance with the procedural safeguards set out in Article 6(2) of the Regulation.

20. The failure to act in compliance with the standards of European law, as regards human rights and non-discrimination, are analysed in the second and third parts of this opinion, below.

21. Perhaps mindful of the fragility of the statutory legal basis for the operation of full body scanners, the Secretary of State’s letter raises two further ‘legal bases’ for the use of full body scanners.

22. The first is the common law power of an airport operator, as an occupier of land, to impose conditions of entry to premises which is enjoyed by all occupiers of premises.  

23. However, airport operators in this context are not  acting in accordance with general common law powers, but in order to give effect to a Direction as to security measures which must be taken to protect civil aviation against acts of unlawful interference which – as we have indicated – appears to us to go beyond the standards which the UK has power to permit under EU law.  

24. In any event, if the UK government decided to leave it to individual airport operators to decide whether to require people to permit bodyscanning as a condition for flying, and all operators chose to do so, this would still not provide a basis for operation of scanner which was ‘in accordance with the law’ in a Convention sense.  It is true that it might indicate a common law basis for the operation of body scanners.  However, such a legal framework for the operation of such intrusive surveillance equipment would be inadequate to comply with the ‘quality of law’ aspects of the obligation of a state to derogate from the right to respect for private life only ‘in accordance with the law’.   

25. For the UK to permit private airport operators to undertake security measures which went beyond the common basic standards would in our view breach the UK’s positive obligations to ensure respect for private life under Article 8 ECHR.     

26. If use of body scanning equipment were entirely optional, it could not be said to be necessary.  To permit such intrusions into private life which would – in such circumstances, ex hypothesi, be unnecessary – would breach Article 8(2).  Our view is that to rely on this general common law power, lacking statutory basis or framework of legal safeguards against abuse, could not be  said to pass the test of legality set out in Purdy (para 26 of our Substantive Advice).  Such a common law right for a landowner to do as it wishes with land is neither particularly accessible and precise,  nor   invulnerable to being deployed in a wholly arbitrary and unreasonable/discriminatory or disproportionate fashion. When used to underpin the action of the state or the action of those performing functions for the state, such a loose legal framework cannot be said to pass the test of lawfulness required by Article 8 and as summarised in both the UK and Strasbourg case-law, set out in detail in our Substantive Advice. 

27. In any event, that is an artificial analysis because it is not, in reality, the basis upon which full body scanning is being operated.

28. The second non-statutory  basis upon which use of full body scanners is said to be lawful is that passengers can be taken to have consented to ‘appropriate security screening’ as a condition of carriage.    In our analysis, this is a factor which goes to whether  the right to privacy in Article 8(1) is engaged at all, not whether any limitation of that right is in accordance with the law.  For the reasons we set out in our Substantive Advice, we do not consider that such consent could be treated as so freely given in circumstances where undergoing a full body scan is a precondition of flying,  as to eliminate the need for compliance with human rights standards.  

29. Even if the legal basis for the full body scanner searches can be regarded as clear, accessible and foreseeable, we remain doubtful as to whether the statutory scheme passes the third of the Purdy tests, namely that it is properly protected against arbitrary and/or discriminatory and/or disproportionate use.  

30. If this were subject to challenge by way of judicial review, in the human rights context, determination of that question would be a primary question for a judge, and not a secondary review of the Secretary of State’s opinion.

31. The question raised by Lord Hope in Purdy was whether “the scope of the discretion and the manner of its exercise are indicated with sufficient clarity to give the individual protection against interference which is arbitrary” (para 41).  In Gillan, the European Court asked whether there was “adequate protection against arbitrary interference?” (at para 79) and whether there was “a clear risk of arbitrariness in the grant of such a broad discretion”. The answers to all these questions in the instant case point to the scheme not being (or not yet being) in accordance with the law for Article 8 purposes.

32. It is true that the current (Interim) Code is expressed to be mandatory, and that the Code expressly prohibits selection on the basis of personal characteristics.  However, it is unclear precisely what that means.  

33. The Secretary of State’s explanation for the use of non-random searches (in his letter) is extremely obscure.  So is  para 60 of the Consultation Paper with its reference to the activation of “another security measure”. 

34. Either the criteria for being subject to a full body scan are so entirely objective as to be incapable of discriminating (eg numerically generated random selection), or they are discretionary and so have the capacity for discrimination and/or arbitrariness in their application.  If they have the capacity for discrimination, then very careful oversight and control mechanisms are required to ensure that they are not operated in a discriminatory way in practice.

35. On the basis of the current consultation, it is difficult if not impossible to tell what lifts a person from being potentially subject to a random full body search via a scanner to being actively picked out for one.  If the basis for selection must remain confidential that does not mean that there can or should be no meaningful oversight. Yet the assertion of the authorities is the only evidence offered of compliance, and it is an assertion not only about a protocol being properly followed but also about the very content of the protocol itself. 

36. The objections to the system to which we drew attention in our Substantive Advice remain: the exact basis for the exercise of discretion under the law (contained in unpublished protocols) are not set out and while this may be considered justifiable on national security grounds, there is no provision for effective monitoring of the operation of the power so as to ensure (so far as is possible in the circumstances) that the provisions of the Code are in fact being followed.  To rely upon searched passengers to volunteer information about themselves if they wish to do so is insufficient to achieve this end.   

37. Indeed, we are concerned to note that Annex 1 to the Consultation, concerning equality impact assessment says that “it may be unreasonable to believe that discrimination ... can be prevented entirely”.   We consider that this presumption is dangerous.  If this security measure is one which could not reasonably be believed to be capable of non-discriminatory operation, then adoption of  it is contrary to Article 6(1) of the Regulation and unlawful for that reason.  (We consider the inadequacy of this presumption further under the heading ‘Equality Considerations’ below).

38. We remain concerned, therefore, that the oversight provisions in the Interim Code are not sufficiently robust in this regard.  We acknowledge that there is a role for the Department of Transport aviation security compliance inspectors (Transec) (para 30 of the Consultation Paper and the Secretary of State’s letter) insofar as the enforcement of any code is concerned, but we have no information on how intrusive this oversight power is, nor do we regard it as having the kind of independent authority that would serve as a protection against arbitrariness. We note that the Home Affairs Select Committee has expressed concern about Transec’s departmental base in the Department of Transport and has called for it to be reassigned to the Home Office, under the auspices of the Office for Security and Counter-Terrorism (Counter-Terrorism Measures in British Airports HC 311 of Session 2009-10, March 2010, para 40).  This suggests a lack of confidence in the organisation’s capacity to fulfil its important compliance role in this arena, and it may well be that it does not have the capacity to do a thorough job in this sensitive field.  
THE RIGHT TO RESPECT FOR PRIVACY: OTHER CONSIDERATIONS
39. As stated earlier, the consultation paper and the Secretary of State’s letter reiterate arguments for the Interim Code and implicitly for the inclusion of the content of the Interim Code in the final code. The points made in our Substantive Advice (at paras 8 – 18) about why the system arguably amounts to a breach of the right to respect for privacy contained in Article 8(1) remain apposite.  

40. In particular we remain unconvinced that it would not be possible to offer alternatives to full body scanning for those who might oppose such scanning but not object to other ways of satisfying security concerns (paras 19 – 23 of the Substantive Advice).  

41. We are particularly influenced by the sharp distinction between the approach to this in the UK in comparison with other countries facing equivalent or greater terrorist threats.  As explained above, it does not appear that full body scanning equipment is considered to be ‘common basic standard’ equipment in the EU.  Further, in both Canada and the United States, a vital part of the state’s assessment that the use of full body scanning equipment is compatible with the  privacy and data protection guarantees in Canadian and US law respectively is that  undergoing a bodyscan using backscatter or millimetre wave technology is optional.  Passengers selected for secondary screening who decline to undergo a body scan are not refused permission to fly but have the choice of undergoing ‘normal secondary screening’ in the form of a physical search instead.  (See the CATSA Privacy Impact Assessment (Public Summary) dated 3 November 2009 and the US Department of Homeland Security Privacy Impact Assessment Update for TSA Whole Body Imaging, dated 23 July 2009).

42. The government argues that physical searches are more intrusive, but that is obviously not the view of all affected groups.  Respect for religious and cultural diversity of views requires that different opinions on this are respected unless there are proportionate security reasons not to offer this option instead of a body scan.  

43. It might well be thought that given the intrusiveness of full body scanners, whether to prefer a physical secondary search instead should be a decision for the individual and not be an option closed off for him or her by the State. Furthermore if (as would be likely to be the case) a refusal to submit to full body scanning is taken to trigger a search under s 4 of the 1982 Act, is it irrational to persist thereafter in denying the passenger the right to travel: the denial appears retributive rather than protective. 

44. The European Court of Human Rights in S and Marper v United Kingdom has observed that “bearing in mind the rapid pace of developments in the field of genetics and information technology, the Court cannot discount the possibility that in the future the private-life interests bound up with genetic information may be adversely affected in novel ways or in a manner which cannot be anticipated with precision today” (App 30562/04 and App 30566/04, 4 December 2008, para 71). While it is true that the context of this remark was the retention of sensitive data and information, it is suggested that the comment has a more general application: care needs to be taken not just over how these technologies work now but also how they can be made to work in the future.  The Coalition’s Programme for Government speaks of “the need to restore the rights of individuals in the face of encroaching state power, in keeping with Britain’s tradition of freedom and fairness.” 

45. In our view, use of full body scanners would only be compatible with Article 8 ECHR (and the Charter of Fundamental Rights of the EU)  if the state had demonstrated, by means of serious and considered risk assessment comparing the situation with other international models,  that it really was necessary to treat this form of secondary  surveillance as  compulsory (without an alternative option), and that it was transparently fair and non-discriminatory in its application.

46. Thus, whilst we acknowledge the view of the  House of Commons Home Affairs Committee  that the privacy concerns with regard to full body scanners are “overstated”
 we do not share it, for the reasons rehearsed in this and in our Substantive Advice, and buttressed by the Canadian and US assessments. 

THE EQUALITIES ISSUE

47. As part of its consultation exercise the DfT appears to be consulting also on its equality impact assessment at Annex A in connection with a substantive Code of Practice.

48. We are pleased to note that the Annex notes (in part 1) that government departments have a need to promote equality and good race relations as well as to eliminate discrimination. 

49. However, we do not consider that at present, the EIA fully engages with the equality issues in play.  The EIA only consults on the relative quality impact of three options:

a. Requiring airport operators to use security scanners but rescinding the DfT Code of Practice;

b. Requiring airport operators to use security in accordance with a code of practice which takes into account the views of stakeholders; or

c. Removing the requirement to use security scanners.

50. In our view, this is to offer a series of false alternatives.  It not the right approach to consulting on the EIA.    That approach should be to give due regard to the following questions:

a. The potential equality effects of introducing the policy, whether it should be introduced in the light of these, and if so, what steps if any can be taken to reduce the equality effects.

b. Potentially unlawful discriminatory effects of the proposed  policy, and what can be done to eliminate these.

c. Potential adverse effects of the policy on good race relations, and what can be done to eliminate or reduce these.

51. Taking these in turn, the first issue should be whether secondary screening in the form of full body scanners has the potential to have a disadvantageous effect on some equality groups.  Clearly, the answer is yes: there may be some who have religious or cultural objections to going through a ‘nude body scanner’, and others (for example, disabled people, pregnant women or children) who have particular health concerns.  

52. These groups are potentially subject to serious disadvantage  if a policy of compulsory full body scans is introduced: they may be deterred from flying, which diminishes their equality opportunity.  

53. In relation to this form of equality impact, the DfT should be seeking to assess the extent of the potential disadvantage, and asking whether the use of body scanners is justified in the light of it.  It should also ask whether, even if it is justified, the detrimental effect can be mitigated.

54. Mitigation measures may include reducing the perceived intrusiveness of scans.  For example, DfT could give due regard to measures which could be taken:

a. To ensure that people know that the operators of the scanning equipment can be the same gender as themselves, (b)To ensure  that there are enough female staff for this to be available without those who wish to have a same-sex scanner incurring delays.

55. Mitigation  measures could include offering alternatives to scans for those who have some serious objection to them, but are prepared to submit to equally effective forms of secondary search.  Bodyscanners may save money as a faster and more effective form of secondary search than physical searches for most people, but DfT should still give due regard to the views of those who seriously object to them, whether on health or cultural grounds.  For example, it should be consulting on whether, as a matter of policy, it is possible to offer alternative forms of search which some members of those groups may find preferable, and as is the case in the US and Canada.   (It is asserted in the government’s documents that partial strip-searches are more intrusive; but that begs the question to which ‘due regard’ should be given as to whether all equality groups share that view.  Part of the EIA process should be to determine whether that is a universally held view, and if it is not, whether it is reasonable to refuse to offer this as an alternative form of search for those who wish to decline a full body scan.  

56. As to eliminating unlawful discrimination, as noted above, it is disappointing that the consultation EIA suggests that it may be ‘unreasonable to believe’ that it can be prevented entirely.  The aim of the general equality duties is to ensure that policy is devised in a way which does  enable unlawful discrimination to be identified (by proper, rigorous monitoring, through properly identified procedures), and in a way which enables it to be eliminated.  Due regard should be given to the question of how potentially discriminatory effects can be identified, and how they can be eliminated (eg training of operating staff, devising procedures for use of scanners which do not discriminate, monitoring whether they are in fact operated in a non-discriminatory way, using rigorous statistics, proper inspection functions).

57. Finally, consideration should be given to how this policy  can be operated in a way which does not harm good race relations.  Part of this is in demonstrating that ‘due regard’ has been properly given to the equality implications of the policy (which is not the case at present); part of it is in presentation, monitoring and training.

  THE ‘PUBLIC AUTHORITIES’ POINT

58. Finally, we have been asked to comment on the suggestion that equality and human rights points are not in play because full body scanners are operated by private operators.  

59. We do not believe there is any substance in the suggestion that the operators of the full body scanners can be said to be outside the scope of section 6 (1) Human Rights Act 1998.   It is true that they are not ‘core public authorities’, since they are private in form; but our firm view is that operating body scanners in compliance with a statutory ministerial Direction, within a common framework of EU standards, is manifestly a  ‘function of a public nature’, so that in the course of operating full body scanners, airport authorities are quasi-public authorities and bound by the obligations under s6 Human Rights Act 1998 to perform such functions compatibly with ECHR standards.  Indeed it is hard to find a more vital and more obviously public ‘public function’ than the protection of the security of the state, and the citizens of the state from violent attack.  We would be very happy to elaborate at length on this point if required, referring to the now large amount of case-law on the topic, but for present purposes we would regard the point as beyond argument – or beyond argument at least to the point of requiring more than mere assertion from the Department of Transport by way of putting a different point of view.

60. Responsibility for giving due regard to the equality impact of its proposals remains with DfT even if it is operating with private operating bodies (see Brown, cited in the Substantive Advice).

61. We would be happy to give further consideration to any matter raised in this or in our Substantive Opinion if so instructed.

HELEN MOUNTFIELD QC

   PROFESSOR CONOR GEARTY
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� Communication from the Commission to the European Parliament and the Council on the use of security scanners at EU airports 


� (Counter-Terrorism Measures in British Airports HC 311 of Session 2009-10, March 2010, para 30)
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